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Overview

• Presentation to provide overview of Welsh Government’s data policy 

work, including the Data Promise, and the enabling activities which will 

underpin its delivery.

• Brief overview at the IG Working Group meeting itself, with a fuller pack 

of slides to be circulated afterwards with more detail on each item.

• Focus is not on deciding which actions or activities to undertake – this 

will be done as part of our policy engagement (first session in May 2021). 

• This overview is intended to show the direction of travel to support the 

NDR programme team in planning their activities over the next year.



“Services are improved by working together, with data and knowledge being used and shared”

Welsh Government Digital Strategy – Mission 6: Data & Collaboration

Outcomes:

• people and organisations have full confidence that their data is being treated responsibly, handled securely 

and used ethically

• people will receive better, seamless, services and outcomes will be improved because data is being used 

effectively and innovatively

• services are joined up and the number of times the same information is provided to different public sector 

organisations is limited because data is reused and flows securely

• public sector data is made available and published openly, where it is appropriate (i.e. not personal data), 

in formats that support transparency, re-use and accountability

• the right digital channels and culture are in place to allow all sectors to work together and share information 

appropriately and securely to deliver better outcomes

• higher and further education organisations collaborate with the public and private sectors on building 

capability and developing innovative use of technology and data



Principles to Support Effective Sharing and Use of Data: Statements of Strategic Intent 
(2017 and 2021)

Health – 2017

• Individuals have a right to know how data 
about them is being used 

• Data should be collected once, used many 
times 

• Data is an asset and should be used 

• Data should be managed effectively and 
transparently 

• Data should be fit for purpose 

• Public Data should be made available 

Social Services – 2021

• There have been significant developments 
in what is possible through effective use of 
quality data

• We can and should make it easier to 
gather and use social care data

• Making data a priority will help us meet 
the needs of people and communities

• We can all contribute



Data Promise

Health and care services will routinely share your identifiable data within health and care settings in a secure
and ethical way to deliver high quality, safe and integrated care. 

No identifiable data about you will leave health and care settings without either your explicit consent or a legal 
requirement (such as for safeguarding). 

• The statement above is taken from previous work undertaken into developing a Data Promise for Wales undertaken in 
2018 building on the Statement of Intent published in 2017, and edited to reflect the language used within Welsh 
Government’s Digital Strategy under Mission 6: Data.

• The Data Promise is a short statement which gives a clear summary of what we will and won’t do with people’s data in 
a way that people will understand. This is important to both communicate clearly with the public (a conversation on 
data) and act as a guide to which enabling activity should be aligned to.

• The first part of the statement is aligned with current Welsh Government policy objectives; the second part of the 
statement (in italics) needs to be assessed to ensure it is reflecting current and future data sharing policy ambitions:

• Do people understand the terms we’re using (such as identifiable, explicit consent)?
• Would we wish to share data outside of health and care settings in the future?
• How do we gather explicit consent? Is that the same as informed consent?
• Is having a legal requirement the same as sharing data because we can (e.g. we have the powers in place)? 
• Has the Covid-19 pandemic changed public attitudes to sharing data between public bodies for direct and indirect 

care purposes?



How do we deliver the Data Promise?

• The Data Promise statement is underpinned by a series of enabling activities which together form Welsh 
Government’s Data Policy for Health and Care:

• Some are activities we’re already doing, or plan to deliver within the next 3-6 months;

• Some are activities which we need to get Ministerial approval to move forward with but, if agreed, we 
can deliver in the next 12 months;

• Some are more medium-long term activities which, if we proceed with, will support us to deliver the Data 
Promise - but not immediately (18-24 months).

• These activities will run in parallel where possible, and will be delivered by different parties in coordination: 
• Welsh Government
• NHS Wales organisations including DHCW
• Social Care organisations
• NDR Programme

• The aim in setting out the delivery roadmap and policy intent is to allow all parties to understand when certain 
activities are likely to deliver and plan their work around this where there are interdependencies.

• This may also mean living with some workarounds and less than ideal ‘clunky’ processes whilst alternatives are 
explored.



Data Promise

Enabling Activity

Comms & 
Engagement

• Develop clear, easy to understand messaging to explain activity to the public
• Hold conversation with the public on the Data Promise (exact format to be decided by new Government) 

• Deliver fit for purpose, open digital architecture, standards-based interoperability, more real-time, federated data 
exchange and storage, and easier and faster access to data for insights, analytics and apps.

NDR Phase 2

• Evolve WASPI from a data sharing accord into an ICO endorsed Code of Conduct
• Align with the policy intent of the data promise to provide framework to support organisations share data safely & 

ethically.

WASPI Code 
of Conduct

• Take forward actions in Social Care SSI on Data
• Develop Digital & Data Strategy for Health & 

Care 
• Align to Data Promise & Digital Strategy for 

Wales.

• Policy position on Caldicott guardians
• Develop & publish WHC’s to support data sharing & reinforce Data 

Promise.
• Deliver governance framework to develop & deploy standards 

required.

Strategic 
Direction

‘Opt Out’ policy 
position Develop firm policy position on ‘opt out’ in Wales including:

• Can patients opt out of sharing their data?
• If yes, in what circumstances & how?

• Work with Welsh Government Primary Care to support GPCW GP contract renewals;
• Work with NHS Digital & CAG to confirm current process relating to s251 & COPI Reg 5 for use of patient data for 

non-research purposes.

Utilise DHCW’s role 
to collect, process 
& use data

• Decide whether to make separate COPI Regulations for Wales. 
• Appraise if other existing WG powers could better support data sharing in health & care (e.g. Digital Economy Act)
• Scope implications of UK Gov’s Health & Care Bill inc. LCMs required & the implications of the Goldacre Review

Legislative Activity 
to strengthen data 
sharing



NDR Phase 2

Deliver:
• Fit for purpose, open digital architecture 
• Standards-based interoperability

• The NDR Phase 2 Programme Plan is structured under the following workstreams: 
• Fit for purpose open digital architecture
• Standards-based interoperability
• Federated data repositories

• The following areas were identified in the Plan as high priority health and care themes in phase 1 and in phase 2: 
• Single cancer pathway data
• Social and community care data
• Primary care data

• Further priorities will be scoped by the programme, and will need to reflect the data policy roadmap where there are 
interdependencies with planned activities. 

• Work should be prioritised according to both strategic alignment to the themes above but also the current data sharing 
landscape:

• Current data sharing legislation and powers - including COPI Regulation 3 (emergency data sharing powers) 
currently in place until September 2021 (covering Covid-19 related activity only).

• Current operating procedures, frameworks and best practice.

• More real-time, federated data exchange and storage
• Easier and faster access to data for insights, analytics and 

apps

• Insights, applications and analytics
• Programme management, communication and 

engagement

• Diagnostics data
• Value-in-Health
• Patient data requirements



WASPI Code of Conduct

• Evolve WASPI from a data sharing accord into an ICO endorsed Code of Conduct
• Align with the policy intent of the data promise to provide framework to support orgs sharing data safely & ethically.

• The Wales Accord on the Sharing of Personal Information (WASPI) which provides a practical approach to sharing 
personal information, providing common standards and templates for developing Information Sharing Protocols (ISPs) 
and Data Disclosure Agreements (DDAs). 

• Its overall aim is to help public service providers deliver effective services while complying with their legal obligations –
namely the General Data Protection Regulation (GDPR) and the Data Protection Act 2018.

• Work is already underway led by DHCW to evolve the agreement into a Code of Practice, seeking ICO’s endorsement to 
strengthen its prominence, bringing to those who are currently not sharing data effectively support and tools to do so in 
a safe and ethical manner. 

• NHS Scotland are looking to undertake a similar approach, but a they are not subject to UK Government’s COPI 
Regulations, their current Accord is much stronger on when and how data should be shared in addition to providing the 
framework to enable organisations to do so in a standardised way.

• Scoping work required to look at the role of a Code of Practice in a wider context to take a similar approach to that in 
Scotland would be beneficial to ensure WASPI is fully exploited; providing both practical support to support data sharing 
and reinforcing the strategic approach in Wales to doing so ethically and safely. 



Utilise DHCW’s organisational role to collect, process and use data

• Work with Welsh Government Primary Care to support GPCW GP contract renewals;
• Work with NHS Digital & CAG to confirm current process relating to s251 & COPI Reg 5 for use of patient data for non-

research purposes.

• Digital Health and Care Wales (DHCW) was established 1 April 2021 as a Special Health Authority. This statutory 
basis provides the new organisation with greater clarity around it’s functions and directions to collect, process and 
use data.

• Work is ongoing with Primary Care Policy Teams to support the renewal of GPCW GP contracts. To date primary 
care providers have been reticent about providing their data to the NDR via DHCW.

• Utilising DHCW’s functions and directions to collect, process and use data, the work seeks to reassure GPs that 
they are able to (and should) share their data with DHCW by reinforcing this within their contracts as they are 
renewed. 

• In addition, the new organisation has the opportunity to work with NHS Digital to examine the relationship 
between NHS Digital and groups including the Confidentiality Advisory Group (CAG) to which it is required to seek 
permission to use patient data for non-research purposes where it is impractical to obtain informed consent (such 
as improvements to service delivery). This process is set out in Regulation 5 of the Control of Patient Information 
(COPI) Regulations. 



• The Social Care Statement of Strategic Intent (SSI) was published in March 2021 and provides an overarching policy direction for
data sharing in social care and actions being undertaken to support its delivery. Work is underway to combine efforts to ensure 
alignment. 

• Welsh Government has committed to publishing a Digital and Data strategy for Health and Care in 2021. It is an opportunity to
formalise the data promise and act as a vehicle to engage with the public. It will also affirm Welsh Government’s policy to share 
data safely and ethically in health and care settings within the current legal frameworks. 

• Mission 6: Data within Welsh Government’s Digital Strategy is clear on the need to share data ethically and safely between 
public bodies. The Data Promise is already an action set out within the Action Plan which accompanies the strategy.

• NHS England are examining the creation of a statutory responsibility for organisations to comply with the role and requirements 
of the National Data Guardian. There is currently no public policy position on Caldicott Guardians in Wales, or whether we would
wish to take the same approach. 

• Welsh Health Circulars (WHCs) are documents which support NHS Wales organisations in setting out policy and regulatory 
requirements. A WHC to reinforce the policy position on data sharing would further strengthen data sharing between NHS orgs.

• The Digital Governance Framework will support the development of standards, and assurance that they are being deployed. 

• Take forward actions in Social Care SSI on Data
• Develop Digital & Data Strategy for Health & Care 
• Align to Digital Strategy for Wales.
• Develop position on Caldicott Guardians in Wales. 

• Develop & publish WHC’s to support data sharing & reinforce Data 
Promise.

• Deliver governance framework develop & deploy standards 
required.

Strategic Direction



‘Opt Out’ policy position

Develop firm policy position on ‘opt out’ in Wales including:
• Can patients opt out of sharing their data?
• If yes in what circumstances and how?

• England and Scotland have developed different approaches to providing an option to citizens who do not wish for the 
NHS to use their data for purposes not directly linked to their care. Wales does not currently have a policy position on 
the issue.

• Alongside the decision of whether to allow citizens to ‘opt out’ of their data being used for research and non-research 
purposes such as improvements to service design and support the development of new treatments, there needs to be a 
mechanism for allowing them to do:

• Frictionless for the citizen to request this and actionable in a reasonable time 
• Makes it clear within NHS Wales systems that the person has opted out and their data should not be used for 

purposes other than direct patient care.

• The communications alongside England’s launch of their policy sparked a lot of miss-information, to the pint where they 
had to develop specific FAQs to counter this. Scotland took a very different approach by communicating the benefits 
which sharing data has brought, with a clear signpost for those who would wish to pot out by completing a form online.

• There is a risk that if this issue is not handled correctly it could undermine public confidence in the Data Promise, so will
need to be considered carefully at the point where it is communicated with the public. 



Comms and Engagement

• Develop clear, easy to understand messaging to explain activity to the public
• Hold conversation with the public on the Data Promise (exact format to be decided by new Government) 

• A Statement of Strategic Intent was published by the Minister for Health and Social Services back in 2017. Within it, it 
states that responses to the Welsh Government Green Paper – Our Health, Our Health Services – suggested that we need 
to be clearer about how we manage, use and share data. 

• In particular, health and care services need to explain how data may be shared between NHS and social care 
organisations, and have a responsibility to do more to inform individuals how data is used in the delivery of care and 
other core functions that are necessary for the provision of health and care services. 

• To date, no further public activity has taken place. It’s important that any further engagement is clear, easy to understand 
and is done in a way that is meaningful. The Office of the CDO (OCDO) has a prominent role to play in supporting 
communications in digital and data once they have taken post and their office established. 

• There is a lot of sensitivities around ow people’s data is used, with a lot of miss-information. Many research studies have 
shown that people would look to opt-out of sharing their details with big companies like Facebook and Apple, and NHS 
England’s opt out programme was disrupted by social media campaigns spreading miss-information. 

• A full communications plan will be developed to support public engagement activity. This may be linked to the launch of 
the Digital and Data Strategy for Health and Care to be launched in autumn 2021, as was the case for the Statement of 
Intent on Health Data published after Informed Health and Care in 2017. 



Legislative Activity to strengthen data sharing

• Decide whether to make COPI Regs for Wales. 
• Appraise if other existing WG powers could better support data sharing in health & care (e.g. Digital Economy Act)
• Scope implications of UK Gov’s Health & Care Bill inc. LCMs required & Goldacre Review

• Section 251 of the UK Government’s National Health Service Act provides that the Secretary of State may by regulations make 
such provision for and in connection with requiring or regulating the processing  of prescribed patient information for medical 
purposes as he considers necessary or expedient (1) in the interests of improving patient care; or (2) in the public interest. The 
Health Service Control of Patient Information Regulations (COPI Regulations) are made in exercise of this power. However the 
Secretary of State’s function has now been transferred to the Welsh Ministers [(Transfer of Functions) Order 2018, SI 2018/644, 
art 43(1) , in so far as they are exercisable in relation to Wales]. Since the transfer of these functions the Welsh Ministers have 
not used this regulation making power for Wales. 

• The COPI Regulations therefore continue to be in force in relation to Wales until such time as the Welsh Ministers make 
regulations in exercise of their power under s.251. Policy advice on this is being developed as to whether separate regulations 
are made for Wales. These are expansive regulations, and will take time to develop and enact.

• Work is also taking place to look at whether other legislative powers available to Welsh Ministers could support the better 
sharing of data between public bodies to support health and care services (such as the Digital Economy Act 2017)

• UK Government’s white paper for their forthcoming Health and Care Bill contains specific reference to data sharing. Welsh 
Government are working with UK Government to look at the implications for Wales on these changes and if any legislative 
consent motions (LCMs) are required. In addition, the UK Government’s Goldacre Review on how health data for research and 
analysis can be used efficiently and safely may also see implications for Wales, in particular in relation to the shared CAG.



NDR: Risks and Dependencies

• In their Phase 2 Business Justification Case, the NDR Programme team identified the following risk to 
its delivery:

“Risk that the NDR objectives cannot be achieved if the ambitions of the 'Data Promise' (or other 
appropriate IG framework) do not provide the legal basis for the collection, process and 
dissemination of Welsh data. 

There is also a key dependency on establishing the new Welsh Digital Special Health Authority in 
way that all data controllers providing information can rely upon.”

Key Questions:

• Is there currently a legal basis for the collection, processing and dissemination of Welsh 
data?

• Has DHCW been established in a way that all data controllers providing information can rely 
upon?



Legislation relating to data sharing in Wales

• NHS Wales Act 2012 (S251 – 255, S261)

• Control of Patient Information (COPI) Regulations
• Regulation 3 – emergency data sharing powers being utilised for the Covid-19 response
• Regulation 5 – details existing CAG process for applications to use patient information where it is 

not practical to get informed consent in research and non-research activity.

• Common Law Duty of Confidentiality (CLDC)

• General Data Protection Regulations (GDPR) and the Data Protection Act (2018)

• Digital Economy Act (2017)

• Ability of Welsh Ministers to direct NHS Wales organisations (including Digital Health and Care Wales) 
including to share data. 



Digital Health and Care Wales – Special Health Authority

• Article 3(b) of the Digital Health and Care Wales (Establishment and Membership) Order 2020 provides 
that Welsh Ministers may provide direction to Digital Health and Care Wales in connection with “the 
collection, analysis, use and dissemination of health service data”.

• This is further confirmed through the Digital Health and Care Wales (No.2) Directions 2021 and the 
Digital Health and Care Wales (Transfer of Staff, Property, Rights and Liabilities) Order 2021, which 
makes the provision for the transfer of NWIS functions from Velindre University NHS Trust to DHCW.

• Welsh Government wrote to Digital Health and Care Wales on 31.03.21 to confirm the requirement to 
continue to utilise and provide the platforms, systems and services that were previously operated by the 
NHS Wales Informatics Service for data collection, processing and analysis, for both direct and indirect 
care purposes. To this DHCW should:

• collect, process, use and disseminate health service data, using those platforms, systems and 
services previously operated by NWIS; and

• provide further platforms, systems and services developed and delivered in line with the Functions 
Directions, and this information should be used for both direct and indirect care purposes, to 
support the improvement of health and care for Welsh residents.



Digital Health and Care Wales: Areas Directed by Welsh Ministers
1. Prescribed Data Uses
a) the provision, design, management, 

development and delivery of digital platforms, 
systems and services

b) the collection, analysis, use and dissemination of 
health service data

c) supporting bodies and persons identified in 
directions given by the Welsh Ministers to 
DHCW in relation to matters relevant to digital 
platforms, systems and services

2. Collection of Data
a) The Patient Episode Database Wales (PEDW)
b) National Community Child Health Database 

(NCCHD)
c) European Union Settled Status (EUSS) and 

Immigration Health Surcharge (IHS) data
d) Any episodic information on Welsh residents as 

processed by Health & Care establishments 
outside of NHS Wales

e) National Clinical Audits data 

3. Processing and Dissemination of Data
In addition to the above datasets as the service require in the exercise of:
a) Direct care
b) Healthcare planning
c) Commissioning and validation of services
d) Value based healthcare
e) National Tariff reimbursement
f) The development of national policy
g) Supporting the information needs of Health Boards in the management 

of their resources and services.
h) Support the management and planning of health services
i) Enable general medical research and statistical functions
j) Identify public health issues
k) Monitor improvements in public health on behalf of other organisations 

responsible for public health provision
l) Develop, monitor and evaluate government policies, and otherwise 

support the work of the Health & Social Services Group of the Welsh 
Government

m) Contribute to the production of Welsh Government statistical 
publications

n) Improve the patient or carer experience
o) In support of information processed as part of the collection and 

remuneration of dispensed drugs by Community Pharmacies
p) In support of information processed as part of transactions through the 

delivery of additional services by Community Pharmacies



April 
2021

May 
2021

June 
2021

July 
2021

Aug 
2021

Sept 
2021

Oct 
2021

Nov 
2021

Dec 
2021

Digital Health 

and Care 

Wales ‘go live’

WASPI code 

of practice 

endorsed by 

ICO 
Publish 

Digital and 

Data 

Strategy for 

Health and 

Care

Start in-depth 

public 

engagement on 

the ‘Data Promise’ 

highlighting work 

of NDR

Letter from 

Welsh 

Government to 

DHCW 

reaffirming data 

sharing direction

Social Care 

SSI & 

Digital 

Strategy for 

Wales 

published

Confirm 

position on 

‘Opt Out’ inc. 

delivery 

mechanism

Updated Timeline – 2021 Activities

Confirm GPCW 

GP contracts 

with reinforced 

data sharing 

commitments

Confirm policy 

position on 

Caldicott 

Guardians in 

Wales

UK Gov 

Health and 

Care Bill 

Published 

(TBC)

Confirm policy 

position on 

developing 

separate COPI 

Regs for 

Wales 

Ministerial 

Advice on 

Data Policy 

Direction

COPI Reg 3 

emergency 

powers 

cease

Potential 
Ministerial 
statement on 
data policy intent 
(update to 2017)

Deliver fit for purpose, open digital architecture, standards-based interoperability, more real-time, federated data exchange and storage, 
and easier and faster access to data for insights, analytics and apps.NDR Programme

Ministerial 

decision on 

separate 

COPI Regs for 

Wales

Present 

overview 

Governance 

Framework 

to Digital Cell

Develop clear, 
easy to 
understand 
messaging to 
explain 
activity to the 
public

Assess 

implications 

of UK Gov 

Goldacre 

Review

Publish WHC 

on data 

sharing based 

on existing 

arrangements

Update WHC 

to reflect 

Digital & Data 

Strategy



Next Steps

• Develop a full delivery plan working with leads in each area of work to confirm key milestones and 
deliverables

• Hold first policy engagement session on 13 May 2021

• Submit Ministerial Advice to incoming Minister about policy intent once in post, and coordinate with 
UK Government’s finalising of their Health and Care Bill.

• Undertake in-depth policy scoping in key areas of policy such as Opt Out and Caldicott Guardians 
where Welsh Government does not currently have a firm public policy position.

• Undertake engagement and scoping in-depth policy advice for legal services and Ministers on whether 
to make separate COPI Regs for Wales during this Welsh Parliament term.

• Hold further IG working Group sessions on:
• Aligning the NDR programme Plan with the policy milestones and producing comms to support 

managing expectations (Darren / WG policy Team)
• KMPG work on managing engagement with public on data (Lisa Trigg)


